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PROTECTING YOUR BUSINESS FROM
CYBER CRIME

Cyber Security Advisor 37981251 John Greenwood

john.greenwood@suffolk.pnn.police.uk
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NS Cyber Crime Unit

Cyber Dependant/Enabled

@ * Pursue - Investigation

NSCYBER

* Prevent - Stop Involvement

Eastern Region Special Operations Unit

* Protect - Increase Defence

Regional Organised Crime Unit * Prepare - Increase Resilience
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Norfolk cyber attack figures 2018 - 19 |Pita cuture

272 reported cyber crimes

£572,000 lost by victims

12% were businesses

*Cyber Security Breaches Survey 2019
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Norfolk fraud attack figures 2018 - 19 |Dgta Cuture,

6,626 reported crimes
28

£15 Million lost by victims

46% were businesses

*Cyber Security Breaches Survey 2019
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National fraud attack figures 2018 - 19 |Jgta cuture

741,123 reported crimes

o= | 7N\ - N /77 "\ - ’D
=867% of fraud was Cyber Enabled

£2.2 Billion lost by victims

65% were businesses
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Cost of attacks on businesses Mot & Spart
}9
Micro/Small (1-a9) - £3,650
Medium (50 -249) - £9,270 LE‘ .
Large (250+)- £22,700 ==
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Phishing /J

. ° . \

» Social engineering

* Phishing i1s commonly carried out via email,
text and phone calls

* Don't click on the links or attachments In
suspicious emails, never respond to
messages that ask for your personal or
financial details
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File Message  Help @ Tell me what you want to do

Example :

@) We removed extra line breaks from this message.

Security Alert. has password Password must be changed.

When you went online, my trojan was installed on the OS of your device.

[ )
* May contain old | sk
After that, | made a full dump of your disk (I have all your address book, history of viewing sites, all files,
° phone numbers and addresses of all your contacts).
password or partial

A month ago, | wanted to lock your device and ask for a not big amount of btc to unlock.

But | looked at the sites that you regularly visit, and | was shocked by what | saw!!!
p O n e n u I I I e r I'm talk you about sites for adults.
a d d re S S 1 want to say - you are a BIG pervert, Your fantasy is shifted far away from the normal course!

And | got an idea....
| made a screenshot of the adult sites where you have fun (do you understand what it is about, huh?).

[ ]
Y I h re a te n I n to n e After that, | made a screenshot of your joys (using the camera of your device) and glued them together.
Turned out amazing! You are so spectacular!
I'm know that you would not like to show these screenshots to your friends, relatives or colleagues.
o S e n S e Of u r e n C 1 think $708 is a very, very small amount for my silence.
Besides, | have been spying on you for so long, having spent a lot of time!
Pay ONLY in Bitcoins!

() M ay C O n t a i n d e a d | i n kS My BTC wallet: 1HkKgPbcMyfhrdPsbufTFczzVnhyT5snB3

You do not know how to use bitcoins?

tO p u I p O rte d fO O t a g e Enter a query in any search engine: "how to replenish btc wallet".

It's extremely easy

Symantec - email extortion scams
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https://www.symantec.com/blogs/threat-intelligence/email-extortion-scams

Top Tips

*Use a strong, separate passwords

v THREE RANDOM WORDS - Then
add complexity, numbers and special
characters

v'Use a password manager if
necessary

e Use two-factor authentication (2FA)
*Back-up your most important data
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Top Tips

* Download software and app updates

*|nstall and use anti-virus on all your devices and set
to update automatically

*Don’t use public WIFI if you do use a VPN or just
use 3/4G

*Ensure you have relevant policies & procedures in
place
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Top Tips

* Limit physical access to computers and servers

e Restrict and enforce strict access to data and
encrypt sensitive

* Make your staff aware of cyber security threats
and how to deal with them
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NCSC - 10 Steps to Cyber Security

User
Network : W EWEIL: Removable
, Education : ]
Security o Prevention media
+ Policies
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Current Trends

» Aggressive extortion spearfishing
* Pharming (fake sites)

* Mandate fraud

* Ransomware

* Email / Social Media compromise
* Phishing (EHIC)

* Romance Scams

* Cryptocurrency Investment Scams
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Statistics

* Phishing accounts for 90% of  * 66% of malware is installed via

data breaches malicious emalil attachments
* 30% of phishing messages get <« 195% increase in ransomware
opened by targeted users attacks in the UK in the first
half of 2019

78% say cyber security is a high priority for them
27% of staff have attend cyber security training
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https://www.phishingbox.com/news/phishing-news/phishing-and-the-verizon-data-breach-investigation-report-dbir

Internal Cyber Crime VOOW

GROUP

* |T worker sacked
» Steals login credentials
* Deletes all the companies AWS (Amazon Web Services)

« Company loses contracts / estimate £500,000 loss / unable to retrieve
lost data

* The company had to make redundancies

v'Convicted in Jan 2019 under the Computer Misuse Act - Jailed for 2 yrs
v'One count of unauthorised access to computer material
v'One count of unauthorised modification of computer material
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Reporting Cyber Crime

ActionFraud ActionFraud 24/7

National Fraud & Cyber Crime Reporting Centre

"""x 0300 123 2040 "s"s"s live cyber attacks

National Fraud
Intelligence Bureau
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If you are a victim

*Report to ActionFraud

*Keep copies of / photos of:
v'Logs (server / access / email)
v Email headers
v’ Any related documents
v’ Keep forwarding rules
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NS Cyber as a resource

* Cyber Basics Review - 80+ questions against 9 key
areas (in line with Cyber Essentials)

* Signpost and offer general cyber support and advice
* Deliver Cyber Protect message & training at events

* Lego Decisions and Disruptions roleplaying game to
raise awareness of the importance of cyber security
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https://www.cyberessentials.ncsc.gov.uk/

NS Cyber as a resource

» Cyber intelligence service - vulnerabilities email
distribution (NSCyber.com/Joinintel)

» Monthly NSCyber ‘Cyber bytes’ security guidance

» Sponsors for CiSP — (Cyber Security Information
Sharing Partnership) joint industry and
government knowledge initiative
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http://www.nscyber.com/JoinIntel
https://www.ncsc.gov.uk/section/keep-up-to-date/cisp

a2 |National Cyber
202 | Security Centre
a part of GCHQ

ncsc.gov.uk

GET

ONLINE

.Mg ®

www.getsafeonline.org

¥ O M @cyberprotectuk

Follow for simple and practical advice
on how to protect yourself from
cybercrime.

ActionFraud

"<"s"s Report Fraud & Internet Crime "s"s"s
actionfraud.police.uk

T0 STOP FRAUD"

takefive-stopfraud.org.uk

Y @CityPoliceTell2

Follow for simple and practical advice
on how to protect yourself from fraud.
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Cyber-security Information Sharing Partnership
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The
Cyber
Helpline

thecyberhelpline.com

jofi{OlRERRIAINS IO ¢

nomoreransom.org

;--have i been pwned?

haveibeenpwned.com
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turnon2fa.com
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@ www.norfolk.police.uk

NSCYRER nscyber.com/BusinessFeedback
@)
Dol

, @NSCyberCrime

CyberProtect@Norfolk.pnn.police.uk
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